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Whitepaper for flingr:  

A Secure Messaging Platform 

1. Introduction 

In an increasingly interconnected world, privacy has become one of the most sought-after commodities, 

particularly in digital communication. Traditional messaging platforms, despite their claims of encryption 

and privacy, often leave traces in the form of metadata, persistent conversations, or accessible copies of 

messages. flingr sets a new standard by offering a messaging platform built from the ground up to 

minimise both digital footprints and metadata, making it virtually impossible to trace conversations, even 

by the service provider itself. 

flingr is a secure messaging application designed for individuals, including activists, journalists, and 

privacy-conscious users, who require the highest level of operational security (OpSec) in their 

communications. Its core innovation lies in the fact that at any given moment, there is only ever a single 

copy of a conversation in existence. This copy can reside on User A’s device, temporarily on the server, 

or on User B’s device. Once the conversation is transferred to the other party, it is deleted from the 

originating device or server, ensuring that no permanent traces remain. This ensures that unauthorised 

access or data breaches have no permanent conversation history to compromise. 

The platform utilises a combination of advanced encryption, forced deletion of messages, and strict media 

access controls to create a robust privacy framework. Unlike conventional messaging apps that focus on 

retaining user data, flingr embraces ephemerality, making it difficult for unauthorised parties or even 

service providers to retain or recover conversations. Additionally, flingr does not store metadata such as 

timestamps, sender/recipient details, or message contents beyond the transfer period, reducing the 

possibility of tracing user activity. 

This whitepaper outlines the key features of flingr, its technical architecture, security mechanisms, and 

the operational security philosophy that underpins its design. It also explores future enhancements aimed 

at increasing anonymity and privacy, such as introducing IP masking and multi-jurisdictional server routing 

to obscure message trails, ensuring that flingr stays at the forefront of secure communications technology. 
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2. Target Audience and Use Cases 

The primary users of flingr are individuals and organisations that require enhanced security in their 

communications. This includes privacy-conscious users, journalists, activists, human rights defenders, and 

anyone who needs to keep sensitive conversations away from prying eyes, whether those be third-party 

service providers, malicious actors, or governmental entities. 

flingr is particularly well-suited for scenarios where: 

● Metadata-Free Communication is a Necessity: Users can communicate without leaving traces 

that could be exploited or monitored by unauthorised parties. 

● Assurance Against Permanent Records: Users need confidence that no permanent records or 

copies of their conversations exist, mitigating the risk of future data breaches or unwanted 

surveillance. 

● Ephemeral, Real-Time Exchanges of Sensitive Media: The platform allows for the secure 

sharing of images and videos, ensuring that these sensitive files cannot be stored or retrieved after 

being viewed. 

● High-Level Operational Security Needs: For users prioritising security, flingr minimises potential 

exposure by utilising unique identifiers and aliases, making it extremely difficult to correlate 

communication with individual identities. 

By ensuring that conversations and media cannot be stored or recovered once sent, flingr addresses the 

needs of those who cannot afford to leave digital breadcrumbs. The platform's unique feature allowing 

each user to assign aliases for themselves and their paired contacts further reinforces its commitment to 

anonymity, ensuring that even in a paired communication, there is no link between identities and 

communications. This is particularly valuable in contexts where anonymity is crucial for safety, such as in 

oppressive regimes or high-stakes reporting environments. 
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3. Technical Architecture 

3.1 Secure Messaging Process Flow 

The messaging flow in flingr is designed to maximise security, privacy, and operational simplicity, following 

a unique approach that ensures only a single copy of a message exists at any given time. 

Step-by-Step Breakdown: 

1. Message Creation (User A): 

User A composes a message on their device. Once completed, the message is immediately 

encrypted using AES-256 encryption and transmitted via secure WebSockets to one of our 

randomly selected servers. The server location is determined by a randomization process, ensuring 

that messages traverse different vendors and geographic jurisdictions. 

2. Message Deletion from User A’s Device: 

Upon successful transmission to the server, the message is securely deleted from User A's device 

through a secure wipe process. At this stage, no trace of the message remains on their phone. 

3. Server Storage (Waiting Period): 

The message temporarily resides on the server. The duration of this storage is defined by User A's 

preset selection, capped at a maximum of 24 hours. If User B does not retrieve the message within 

this timeframe, it is securely deleted from the server. 

4. Message Retrieval (User B): 

If User B opens the app and retrieves the message during the waiting period, the message is 

transferred from the server to User B's device. At this point, the server performs a secure deletion 

of the message, ensuring no copies remain. 

5. Reply Process (User B): 

If User B replies to the message, the reply follows the same process, being sent via secure 

WebSockets to a new, randomly selected server. The reply is then securely deleted from User B’s 

device. 

6. No Reply Scenario: 

If User B does not reply and exits the conversation, the entire conversation is securely deleted from 

User B’s device. The same process applies to User A, ensuring no lingering data remains after the 

conversation concludes. 

This cyclical process continues as long as the conversation is active, with each message existing only in 

one location at a time—either on the sending user's device, the receiving user's device, or temporarily on 

the server. 

3.2 Encryption and Secure Deletion 

Security in flingr is ensured through the use of industry-standard encryption algorithms. All messages 

and media are encrypted both in transit and during the brief periods they reside on the server or the user’s 

device. 

● Encryption Standards: AES-256 and AES-128 are employed for encrypting conversations and 

media files, providing robust protection against unauthorised access. 

● Secure Deletion: Although flingr does not retain conversations, secure wipe techniques ensure 

that no recoverable traces of deleted data or metadata remain on the user’s device or server. A 

secure wipe involves overwriting the storage area used by the data, making it impossible to retrieve 

deleted content. 
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● Background Jobs: flingr runs background jobs to ensure that any residual or incomplete 

conversations are securely deleted from the server, minimising risks of data leakage or retention 

beyond the user-defined expiration period. 

3.3 User-Defined Retention Period 

While flingr emphasises ephemeral conversations, it allows users to define how long a message should 

persist before deletion. This feature provides flexibility while maintaining security. If a message is not 

collected by the recipient within this predefined window, the conversation is permanently deleted from the 

server, and recovery is impossible. This approach ensures that no forgotten conversations linger on the 

server or the user’s device. 

3.4 User Onboarding and Token Generation 

When users first launch flingr, the app initiates a unique process to ensure that their identity remains 

anonymous and untraceable from the very beginning. This process focuses on generating a secure ID 

token and creating a local encryption mechanism that doesn't rely on any personally identifiable 

information. 

Token Generation and Validation 

To prevent any direct link between the user and the app, flingr generates a random ID token locally on 

the user's device as soon as the app is launched. This local generation approach eliminates the risk of 

potential security issues like predictable ID sequences or man-in-the-middle attacks that could occur if the 

server generated the ID. 

The app then communicates with flingr's ID server to verify that the newly generated token is unique and 

hasn't been previously issued. If the token is found to be a duplicate, the app automatically generates a 

new ID token and repeats the process until a unique identifier is established. Once validated, this token is 

stored on flingr's servers with no other identifiers, ensuring that no traceable link exists between the user 

and their ID token. 

Secure App Access 

After successfully generating and validating the token, the user is prompted to set a password, PIN, or 

(preferably) use biometric authentication to secure their access to the app. This ensures that even if the 

device falls into the wrong hands, unauthorised access to flingr remains unlikely. 

Users are advised during setup that if they lose access to their app due to a device change or loss, there 

is no recovery method available for their subscription or their custom alias list. They will need to restart the 

process from scratch, generating a new ID token and creating new connections. 

Commitment to Privacy from the Start 

This unique onboarding process emphasises flingr's commitment to anonymity by design. From the 

moment the app is first used, there is no traceable information that could link a user to their app activity, 

even on a technical level. The approach ensures that no identifiable data is retained, and the integrity of 

the user's privacy is protected right from the first interaction. 
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4. Data Handling and Security 

flingr's data handling practices are meticulously designed to maximise security while ensuring minimal 

data retention. The app adheres to a strict "no logs" policy, meaning it retains no identifiable records of 

conversations, users, or communication metadata beyond what is essential for message delivery. 

4.1 Immediate Deletion and Secure Wipe 

When a message is transferred from User A to User B, it is immediately deleted from User A’s device. 

Similarly, the message is deleted from the server as soon as User B collects it. The deletion process 

employs secure wipe mechanisms to overwrite data on both user devices and servers, ensuring that no 

retrievable traces remain. This process applies to all content types, including text messages, images, and 

videos. 

In the rare event of a message transmission failure or incomplete transfer, flingr runs automated 

background jobs to verify and remove any “leftover” conversations from the server. This adds an extra 

layer of assurance that no sensitive data lingers unintentionally. 

4.2 Metadata Minimisation 

flingr ensures that no user or conversation-related metadata is retained. The only metadata collected is 

the message timestamp, which is essential for determining the user-defined retention period. Once this 

period expires, the timestamp and all related data are deleted as well. 

No records are kept regarding user identities, device details, or IP addresses. Users are encouraged to 

confirm their identities outside of the flingr platform, using external channels to maintain the anonymity 

provided by the app. Consequently, flingr is resilient against both external and internal data requests or 

breaches. 

4.3 Screenshot Protection and Media Security 

To enhance the protection of shared media, flingr employs unique security measures to prevent 

unauthorised access to images and videos: 

● Android Devices: Screenshot functionality is blocked using third-party libraries, preventing users 

from capturing shared media. 

● iOS Devices: Due to limitations in blocking screenshots, flingr sends a notification to the other 

user if a screenshot is taken while viewing a shared image or video. 

Additionally, media files can only be viewed while the recipient actively holds their finger on the screen. As 

soon as the finger is lifted, the media is securely deleted, further reducing the risk of data being captured 

or stored without permission. 

Note: We are currently reviewing tools that may allow us to limit or block screen captures on iOS devices 

to enhance security further. 
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5. Image and Video Management 

flingr incorporates a robust system for managing images and videos, ensuring that sensitive visual content 

is handled with the same level of security as messages. The app's functionality is designed to maintain 

complete privacy, especially when users exchange media files such as images and videos. 

5.1 Secure Viewing of Media 

When a user sends an image or video to another user, flingr employs a unique security mechanism for 

viewing this media. The recipient can only view the image or video by actively pressing the flingr button 

on the screen. While the button is pressed, the media is temporarily accessible for viewing. This interaction 

ensures that users have full control over when and how long they view sensitive media, minimising the risk 

of unwanted exposure or sharing. 

5.2 Automatic Secure Deletion 

Once the recipient releases the flingr button, the image or video is immediately and securely deleted from 

their device. This secure deletion follows the same principles as message deletion, employing secure wipe 

protocols to guarantee that the media is not recoverable after it is deleted. The app maintains no local 

copies or backups of the media, either on the device or the server, after the content has been viewed or 

closed. 

5.3 Prevention of Screen Capture 

To further enhance security, flingr includes built-in functionality to prevent screenshots on Android devices 

while media is being viewed. If the app detects a screenshot attempt, the user is notified, and the media 

is immediately removed from the screen. 

On iOS devices, if a screenshot is taken while media is being viewed, the app notifies the other user that 

a screenshot has been captured. This notification adds an additional layer of accountability and 

transparency to media exchanges. 

5.4 Security and Privacy 

The system governing image and video handling is built to ensure that all media exchanges between users 

remain private and secure. Key features include: 

● Time-Limited Viewing: Media is only accessible while the recipient actively holds down the flingr 

button, preventing accidental or unauthorised viewing. 

● Immediate Deletion: Once the button is released, the media is securely deleted from the device 

with no residual data remaining. 

● Prevention of Screenshots: The app prevents screenshots on Android devices and notifies both 

users if a screenshot is taken on iOS. 

This approach aligns with flingr's overall commitment to privacy and security, ensuring that images and 

videos are treated with the same level of care as text messages, with no recoverable trace once viewed. 
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6. Operational Security (OpSec) Approach 

The core philosophy of flingr is rooted in Operational Security (OpSec), where forced user behaviour 

integrates with encryption and strict data deletion practices to enhance privacy. This approach emphasises 

the minimization of identifiable information and maximises user anonymity. 

6.1 Invitation Process 

When a user wishes to connect with another person, they can send an email invite directly from within the 

app. The email is utilised only once to establish the connection and is not stored in the system. Importantly, 

if the contact is already a flingr user, the sender is not notified, preserving the anonymity of both parties 

until they mutually agree to communicate. 

Once the email is dispatched, flingr immediately deletes all related metadata, including the invite email 

and any associated records. This process ensures that there is no lingering trace of the invitation within 

the app’s ecosystem, further enhancing protection against data leakage. 

6.2 Unique IDs and Paired Contacts 

Every flingr user is assigned a unique ID linked to their version of the app. This ID is instrumental in 

managing connections with other users, but it is never exposed to either party. Upon establishing a 

connection, the app retains only a list of paired contact IDs, allowing for secure communication without 

revealing identifiable information. 

Users can assign their own unique alias to each contact they connect with. For example, User A might 

assign the alias "Friend" to User B, while User B might designate "Colleague" for User A. This means there 

is no identifiable link between a contact and their real name, email, or user ID. The alias is fully controlled 

by the user and can be customised at any time, allowing for dynamic management of relationships. 

6.3 Anonymity and Privacy 

By deleting all metadata associated with connection invites after they are sent, and by allowing user-

defined aliases, flingr ensures that there is no method to trace contacts back to any real-world identifiers. 

This fully anonymous process guarantees that even if communication is intercepted, it cannot be linked to 

real identities. 

The alias system also supports dynamic management; users can modify their assigned aliases at any time 

without affecting the underlying relationship. This capability reinforces flingr's commitment to maintaining 

privacy without compromising functionality. 
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6.4 Security Features 

● Burner Emails: The app allows users to send invites using burner email addresses, ensuring that 

no personal information is tied to the invite process. 

● No Persistent Metadata: After an invitation is sent, all related metadata and emails are promptly 

deleted, leaving no trace of the invitation. 

● User-Controlled Aliases: Users control the aliases they assign to contacts, and these aliases 

exist solely on their devices, with no centralised storage of aliases or contact information. 

● Unique User IDs: Each user is assigned a unique app-generated ID that aids in managing 

connections while maintaining complete anonymity. 

● No Cross-Notification: Users are not notified if the recipient is already a flingr user, preserving 

privacy and preventing unsolicited contact. 

6.5 Law Enforcement Requests and Data Retention 

One of the challenges facing privacy-focused platforms is compliance with law enforcement data requests. 

flingr mitigates this risk through its rapid deletion policy. By the time a law enforcement request is received, 

any relevant data is likely to have already been deleted from both the server and user devices. 

Messages are retained on servers for a maximum window of 24 hours or less, depending on the user-

defined retention period. Once this period expires, the data is automatically deleted, leaving no retrievable 

trace. Additionally, since flingr does not store IP addresses or personal identifiers, complying with such 

requests is technically infeasible. 
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7. Server Infrastructure and Security 

7.1 Distributed Servers and Randomised Jurisdictions 

flingr employs a unique approach to server infrastructure, utilising a distributed and randomised server 

architecture. Conversations are temporarily stored on servers located in multiple jurisdictions, which are 

selected at random. Each message may pass through a different server in a different country, ensuring 

that conversations do not follow predictable storage paths. 

This strategy further complicates potential efforts to trace or recover conversations. If a conversation needs 

to return to a server during its lifecycle, it may be directed to a completely different server than the one on 

which it was originally stored. This decentralisation effectively prevents any single server or jurisdiction 

from becoming a point of vulnerability. 

7.2 Server Security and Redundancy 

Each server utilised by flingr is secured using industry-standard best practices, including encryption, 

firewalls, and regular security audits. To mitigate risks such as Distributed Denial of Service (DDoS) 

attacks, servers are distributed across multiple cloud providers, each equipped with its own security 

protections and redundancy mechanisms. 

Server-side encryption ensures that any data in transit or at rest is protected, even in the unlikely event of 

a server breach. However, since flingr deletes conversations immediately after they are transferred, the 

exposure window for any server-side attack is incredibly small. This rapid deletion significantly reduces 

the risk of data being compromised, reinforcing flingr's commitment to user privacy and security. 
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8. Point-to-Point Voice and Video Calls 

In addition to secure text-based messaging, flingr offers fully secure, point-to-point voice and video calls, 

ensuring that real-time communication remains private and ephemeral, mirroring the security model of our 

messaging platform. 

8.1 Secure Person-to-Person Communication 

Unlike many communication platforms that offer group or multi-party calls, flingr is designed exclusively 

for person-to-person calls. This streamlined architecture enhances security and reduces vulnerabilities. 

By focusing solely on direct, one-on-one interactions, we significantly minimise the attack surface for 

potential breaches, making each call more resilient to interception or compromise. 

8.2 Encryption and Real-Time Communication 

All voice and video calls on flingr are encrypted end-to-end, employing AES-256 encryption to safeguard 

the data during transmission. No intermediary servers or external services retain any form of call data, 

ensuring that calls remain private and inaccessible to third parties. The encryption keys are generated and 

shared only between the two devices involved in the call, guaranteeing that even flingr's own servers 

cannot decrypt the content. 

8.3 Ephemeral Nature of Calls 

No data is stored beyond the duration of the call. Unlike traditional platforms that may log call metadata or 

store conversation data for future retrieval, flingr implements an architecture where, once the call ends, 

all associated data is completely discarded. The real-time communication exists only in the moment, with 

no stored voice or video content, logs, or metadata. 

● Call Setup: When a user initiates a call, a temporary, encrypted connection is established between 

the two devices. This connection is exclusively used for the call, and no logs of the connection 

details are retained after the call concludes. 

● Data Flow: Throughout the call, voice and video data flow directly between the devices, encrypted 

from end to end. Once the call is completed, the connection is immediately closed, and any 

transient data facilitating the call is purged from the system. 

● No Post-Call Records: Unlike other platforms that maintain call logs, metadata, or analytics for 

quality assurance, flingr adheres to its ephemeral communication model. This means that once 

the call ends, no record of it—neither duration, time, nor participants—is stored on our servers. 

8.4 Privacy-First Architecture 

flingr's commitment to operational security extends to voice and video calls. By avoiding the use of 

centralised servers for storing call data and limiting the service to direct person-to-person communication, 

flingr ensures that calls are not only secure but also completely private. The combination of robust 

encryption, strict no-retention policies, and minimal metadata guarantees that even in the event of a 

security breach or government request, no call data would be available for retrieval. 
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9. Payment Model and Revenue Strategy 

To ensure the sustainability of flingr V2 while upholding our core principle of user privacy, we have 

designed a payment model that allows for anonymous participation and support. This model generates 

revenue without creating any identifiable link between the user’s identity and their subscription status, 

ensuring that privacy is preserved at every stage. 

9.1 Free Tier with Message Limit 

The free tier of flingr will enable users to send and receive up to 10 messages. This provides users with 

the opportunity to experience the essential features of the platform without requiring an immediate 

subscription. However, once the message limit is reached, users will need to upgrade to a paid subscription 

to continue using the service. 

9.2 Subscription Model with Anonymous Token Purchases 

To move beyond the free tier, flingr V2 introduces a monthly or yearly subscription plan that maintains 

complete anonymity for users. This is achieved through a token-based payment system, which ensures 

no traceable link between a user’s payment and their app usage. 

Token Purchase Options 

● Direct Purchase: Users can purchase a subscription token directly from the flingr website using 

privacy-preserving payment methods like cryptocurrencies (e.g., Bitcoin, Monero). When a token 

is purchased, it is uniquely generated and issued to the user, ensuring anonymity during the 

transaction. 

● App Store Purchase: Anonymous tokens can also be bought through app stores. In this case, 

the token will be delivered to the email address associated with the app store account. Crucially, 

no record of the token ID is provided to the app store or any third parties, preserving the user's 

anonymity. Once the token is sent, all associated metadata and the email itself are immediately 

deleted from flingr's mail servers. 

Token Application in App 

When a user reaches their free-tier message limit, they can enter their purchased token in the app to 

activate their subscription. The app sends a validation request to the server, checking whether the token 

is valid and unused. 

Token Validation 

Upon receiving the validation request, the server confirms the token’s validity. If the token is valid, it is 

added to a list of used tokens stored on the server. The only data stored is the token ID, and no information 

about the user or their device is recorded. 

Complete Anonymity 

At no point is there any link between the purchased token, the user who bought it, or the specific user 

account in the app. This ensures that even if the server is compromised, there is no identifiable information 

about the user’s subscription or payment history. 
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9.3 Contact Connection Workflow 

flingr's contact connection process is designed to maximise user privacy and ensure secure interactions 

from start to finish. The workflow includes several key steps: 

Initiation by User A (Inviter): 

● User A opens the app, selects "Add Contact," and enters the recipient's email address. The 

recipient's email can be a burner address for added privacy. 

● An alias is assigned to the contact, which can be modified later. 

Email Invitation Process: 

● An invitation email is sent from flingr's secure server to the recipient (User B). The email contains: 

○ A link to download the Flingr app, if not already installed. 

○ A unique link to add User A as a contact. 

● After sending the email, the recipient's address and all related metadata are deleted from Flingr's 

servers to maintain confidentiality. 

Recipient’s Action (User B): 

● If User B clicks on the "Add the Inviter" link, the inviter's unique APPID is transferred to their app. 

● User B is then prompted to confirm the connection request, displaying the alias set by User A. 

Connection Establishment: 

● Once User B accepts, an "acceptconnect" message is sent to User A, finalising the connection. 

● If User B does not respond within 168 hours (7 days), the request expires without notifying the 

inviter, maintaining User B's privacy. 

APPID Handling and Privacy: 

● Each user’s APPID is generated locally on the device when the app is installed, ensuring 

uniqueness without exposing personal data. 

● APPIDs are stored securely on the server to avoid duplication, serving as the only identifier 

during interactions. 

Alias Management: 

● After connecting, both users can modify the aliases they have assigned to each other, allowing 

for personalization while preserving anonymity. 

Security Considerations: 

● There is no automatic fallback for failed connection requests to avoid potential attack vectors. 

● If the inviter does not receive a response, they can resend the invitation, following the same 

secure process without retaining any prior identifiable information. 

This process ensures that flingr maintains its commitment to protecting user identities and 

communications at every stage of the contact connection workflow. By using aliases, single-use emails, 

and secure APPID handling, flingr minimises the risk of exposing users' identities or personal data. 
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9.4 Premium Features for Subscribers 

Once a token is applied and validated, users gain access to the following premium features: 

● Unlimited Messaging: The 10-message limit is removed, allowing users to send and receive as 

many messages as needed. 

● Extended Message Retention: Subscribers can customise message deletion times, extending 

the retention period as necessary while still maintaining the overall ephemeral nature of the 

platform. 

● Priority Access: Subscribers enjoy faster message delivery and retrieval during peak times, 

ensuring smooth and secure communication. 

9.5 Commitment to Anonymity 

flingr's token-based subscription system exemplifies our commitment to privacy. Users can support the 

platform through paid subscriptions without revealing their identities, thereby maintaining complete 

anonymity throughout their app usage. By utilising a combination of tokenization and privacy-respecting 

payment methods, we ensure that user data remains protected and secure, with no identifiable traces of 

transactions. 
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10. Future Enhancements and User Education 

flingr is continuously evolving to meet the ever-changing demands of security and privacy-conscious 

users. The upcoming V2 of the application introduces several improvements in functionality and user 

experience, designed to help users maximise the security and privacy benefits of the app while maintaining 

ease of use. 

10.1 Planned Future Enhancements 

One of the key features in development is IP masking, which will further protect user anonymity by 

preventing third parties from linking user activity to their network location. Additionally, flingr is exploring 

the potential integration of onion routing, similar to Tor, to further obfuscate communication paths and 

add an extra layer of privacy to user interactions. 

Other features on the roadmap include: 

● Customizable Deletion Notifications: Users will have the option to receive alerts when their 

messages are deleted from the recipient’s device. 

● Expanded Metadata Controls: This feature will offer users more granularity over how their 

interactions are logged and for how long. 

● Anonymizing the App Name and Icon: Users will be able to customise the name and icon of the 

app on their device for enhanced anonymity. 

By focusing on anonymity and reducing the potential for tracking, these future features will enhance 

flingr's core mission of providing a platform that prioritises user security above all else. 

10.2 User Education and Onboarding 

One of the challenges faced by flingr in its first version was ensuring that users understood the unique 

security features of the platform. Without a clear understanding of how flingr operates, users may 

inadvertently compromise their privacy or fail to take full advantage of its security measures. 

To address this, V2 of flingr will include a comprehensive onboarding process with in-app tooltips that 

guide users through key features and settings. These prompts will help explain the importance of certain 

behaviours, such as setting appropriate message retention periods or confirming identities outside the 

app. 

In addition to in-app education, flingr will launch a social media awareness campaign aimed at 

educating users on how to maximise the security benefits of the app. These campaigns will highlight 

important concepts like metadata minimization, encrypted communications, and the value of ephemerality 

in secure messaging. 
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11. Compliance and Legal Considerations 

As a privacy-focused platform, flingr operates with a deep understanding of the global regulatory 

landscape surrounding data privacy and security. While flingr strives to offer the highest levels of 

anonymity and privacy, it also ensures that the platform aligns with regulatory requirements such as the 

General Data Protection Regulation (GDPR) and similar frameworks. 

11.1 GDPR and Data Minimization 

flingr's commitment to data minimisation aligns with GDPR principles. By collecting only essential 

metadata, such as timestamps for message deletion, and ensuring that no personally identifiable 

information (PII) is stored after account creation, flingr minimises the amount of user data retained at any 

given time. This approach makes it difficult for third parties to request or extract information that could 

identify users, thereby protecting both flingr and its user base from privacy breaches. 

11.2 Handling Law Enforcement Requests 

Given flingr's core design, compliance with law enforcement requests for data presents a unique 

challenge. Since all user data is deleted shortly after a conversation is completed, it is virtually impossible 

to recover any meaningful information from the server. By the time a compliance request is made, the 

requested data is likely already wiped from both the server and user devices. 

This approach makes flingr an invaluable tool for users in regions with oppressive governments or for 

individuals at risk of surveillance. However, it also places the responsibility on users to follow best practices 

when confirming the identities of their contacts outside the platform. flingr encourages users to understand 

the limitations of the platform regarding legal requests and to use it accordingly. 
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12. Conclusion 

flingr represents a new frontier in secure messaging, offering unparalleled privacy by design. By focusing 

on a single-copy architecture, enforced message deletion, and a robust encryption framework, flingr 

ensures that user conversations remain confidential, ephemeral, and difficult to trace. 

As privacy concerns continue to grow in the digital age, flingr provides an essential tool for individuals 

and organisations prioritising operational security in their communications. With plans for future 

enhancements, open-source auditing, and a strong user education campaign, flingr is well-positioned to 

set a new standard in secure messaging platforms. 

The commitment to minimal data retention, coupled with advanced encryption and decentralised server 

infrastructure, makes flingr a leader in privacy-first messaging. As the platform evolves, it will continue to 

deliver cutting-edge features while steadfastly maintaining its core mission of protecting users from 

surveillance, data breaches, and unwarranted scrutiny. 

______________________________End of Document______________________________ 

 


